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Chapter 11 - Sections & Objectives

11.1 Windows Desktop and File Explorer

= Configure the Windows Desktop and File Explorer

Compare versions of Windows 7, 8, 8.1, and 10.
Use features of the Windows desktop.
Use Windows Task Manager to manage running processes and services.

Use File Explorer to manage files, folders, and applications.



Chapter 11 - Sections & Objectives (Cont.)

11.2 Configure Windows with Control Panels

= Configure Windows using Control Panels

» Use Microsoft Windows control panel utilities.

» Configure user accounts with control panels.

» Configure internet and network connectivity using control panels.

» Configure Windows display settings.

» Use System and Power Options control panels.

* Use hardware and sound control panels.

» Use the clock, region, and language control panels or settings to configure a computer for a location.
» Use the Programs and Features control panel to manage Windows software.

* Explain how the Windows troubleshooting control panel to investigate system issues.



Chapter 11 - Sections & Objectives (Cont.)
11.3 System Administration

= Use Windows tools and utilities to manage Windows systems.

Manage system resources with Microsoft Windows utilities.
Use Microsoft Windows utilities to manage system operation.
Manage system volume storage with Microsoft Windows utilities.

Manage software applications.

11.4 Command-Line Tools

= Use Microsoft Windows command line tools..

Use the Windows command window CLI.

Use file system CLI commands to work with the Windows file system.
Use disk CLI commands to work with Windows disks.

Use task and system CLI commands to control Windows operation.

Use other CLI commands to accomplish Windows tasks.



Chapter 11 - Sections & Objectives (Cont.)

11.5 Windows Networking

= Configure a Windows computer to work on a network.

« Configure a Windows computer to share resources on a network.
» Configure local resources to be shared with other network users.
» Configure wired network interfaces in Windows.

« Configure wireless network interfaces in Windows.

* Use Windows applications to access remote computers.

* Use remote Windows Remote Desktop and Remote Assistance to work with remote computers.
11.6 Common Preventive Maintenance Techniques for Operating Systems

= Use common preventive maintenance techniques for Microsoft Windows operating systems.

+ Perform preventive maintenance on a computer using Microsoft Windows tools.

 Perform system restore procedures.



Chapter 11 - Sections & Objectives (Cont.)

11.7 Basic Troubleshooting Process for Windows Operating Systems

= Troubleshoot Microsoft Windows operating systems.

» Explain the six steps of troubleshooting a Microsoft Windows operating system.
» Describe common problems and solutions related to Microsoft Windows operating systems.
* Troubleshoot advanced Windows operating systems problems.



11.1 Windows Desktop and
File Explorer



Comparing Windows Versions
Windows Versions

= Since 1985 there have been over 25
versions of Windows.

= Windows comes in 32-bit or 64 bit
editions.

= |n the case of Windows 10, twelve
editions were developed and released,
however, only nine are currently offered.




Comparing Windows Versions
Windows 7

= Released in October 2009, Windows 7 was quite successful.

= Offered improvements to the interface, performance, and File Explorer, including the first
appearance of Libraries and HomeGroup file sharing.

= Microsoft offers extended support for Windows 7 until January of 2020.

£7 Windows'7/



Comparing Windows Versions

Windows 8

= Released in October 2012, Windows 8 included a major revision in the Windows interface.
= Windows 8 was designed to be more compatible with touch screen, tablets and mobile devices.

= The interface changes were unpopular and made it difficult for some users to learn.

am Windows 8
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Comparing Windows Versions

Windows 8.1

= Windows 8.1 was released one year after Windows 8 in October 2013.
= Windows 8.1 included a Start screen familiar to users, and a full Start menu button in the taskbar.

= |t included new functionalities and easier configuration options for the desktop GUI interface.

am Windows 8.1
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Comparing Windows Versions

Windows 10

Overview of Windows Versions
Version Release Date Important Features End of Support
10 July 2015 Improved desktop interface combines menu Mainstream: October 2020
entries and tiles in the Start menu. Extended: October 2025
Universal apps.
Windows Action Center replaces charms.
8.1 October 2013 | Start screen more similar to Windows 7. More January 2023
interface configuration options.
8.0 October 2012 [Interface optimized for mobile devices. January 2016
Anti-virus included.
File Explorer instead of Windows Explorer.
Unpopular and considered hard to learn.
7 October 2009 |[Improved interface. January 2020
Improved taskbar.
Libraries.
HomeGroup file sharing.

am Windows 10

Windows 10 offers a return
to a desktop-oriented
interface.

Windows 10 supports
universal apps that run on
desktop and mobile devices.

Windows 10 introduced the
Microsoft Edge web browser.

Charms were replaced with
the Windows Action Center
with notifications and quick
settings.

New update model with
feature updates twice yearly
and quality or cumulative
updates monthly.



The Windows Desktop
The Windows 7 Desktop

= Windows 7 has a default theme named Aero.

= Windows 7 Versions and above have the following
features:

« Shake — minimize all windows not being used by
clicking and shaking the window.

* Peek - View the desktop icons that are behind open
windows by placing your cursor over the Show desktop
button found at the right edge of the taskbar.

* Snap - Resize a window by dragging it to one of the
edges of the screen.

Note: Microsoft has retired the Gadgets
feature in versions following Windows 7
because of security concerns.

= Users can place Gadgets on the desktop. Gadgets
are small applications, such as games, sticky notes,
a calendar, or a clock.
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The Windows Desktop

The Windows 8 Desktop

Windows 8 desktop included:

= Tiles on the Start screen

= Desktop optimized for mobile devices
= Revised task manager

= Ribbon menu on the File Explorer

= Windows Defender native antivirus

= Charms bar of five icons, accessed by placing the
cursor in the upper-right corner of the screen or
swiping your finger in from the right side of the
screen on a touchscreen



The Windows Desktop

The Windows 8.1 Desktop

The Windows 8.1 desktop interface includes:
= Taskbar

= Start button

= Pinned program icons

Clicking the Start button displays the Start screen
that is very similar to the Windows 8 Start screen.
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The Windows Desktop
Personalizing the Windows Desktop

= Themes - fastest way to change the look and
feel of the Windows GUI

= Apps Environment - desktop start screen

* Tiles - click and drag the tiles to rearrange
them. -

« Start screen - right-click the desired Windows
app and select Pin to Start.

« Search - start typing the name of the app to
auto search.

= Personalization Window - you can change
the desktop appearance, display settings, and
sound settings

I . )
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The Windows Desktop
Video Explanation — The Windows 10 Desktop

Video Demonstration: The Windows 10 Desktop

In this video demonstration, you will learn about:

* Desktop icons ‘ 1
« Start button | | a 2
* Live tiles . . R | S 3

* Task bar - | B Sdtane. o 8

* Notification area

* Taskbar settings
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The Windows Desktop
The WindOWS 10 Start Menu Tiles for Apps arranged by category, such as

games, creative software, etc.

Applications in alphabetical order,
including most used and recently
installed
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The Windows Desktop
The Windows 8.1 and 8.0 Start Menu

= Windows 8 Start screen and Apps
screen

= Windows 8.1 Limited Start Menu




The Windows Desktop
The Windows 7 Start Menu

Getting Started = The Start Menu displays:

‘.a
B connectiospropcte - « All of the applications installed on the
- computer

Sticky Notes ' » Alist of recently opened documents
NS Swpping Too - Alist of other elements, such as the
i oo search feature, Help and Support, and
<l #sview Control Panel
i e Ve S = To customize the Start Menu in

Windows 7 right-click an empty section
of the taskbar and choose Properties >
Start Menu > Customize

’)‘ Femote Desitop Connection

Q i i Help and Support

» Al Programs

Default Programs
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The Windows Desktop
The Taskbar

S ) = The Start Menu displays:
R Home Taskbar . . .
« All of the applications installed on the
Porsonalization Lok The taskbar Com puter

@ on .
= sk e * Alist of recently opened documents
B Colors [ o)

= o  Alist of other elements, such as the
O or search feature, Help and Support, and
o

~3 lockseroon

#  Themes

€ small taskbar buttors ContrOI Panel

= san e ks o et b s i o i = To customize the Start Menu in

[ 5 T sl Windows 7, right-click an empty section
ik e e Wi X of the taskbar and choose Properties >
Start Menu > Customize
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The Windows Desktop
Lab — Configure the Windows Desktop

In this lab, you will explore the Windows Desktop, Start Menu, and Taskbar.
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Windows Task Manager

Video Explanation — Working with Task Manager in Windows 10

Video Demonstration: Working with Task Manager

In this video derﬁonstration, you will learn about:
* Running applicafions options ' 5

* Processes tab R & ’ g 5 '
* Performance tab _ _ ; o et
* App history tab o A T | . ®
» Startup tab | | ;
* Users tab

*» Services tab
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Windows Task Manager
Windows Task Manager Functions

* Processes — a set of instructions started by the user, a program, or the OS.

« Performance — dynamic system performance graphs for a variety of options, including CPU, Memory,
Disk, Ethernet, etc.

* App History — displays historical resource utilization such as CPU time, network data usage, data
uploads and downloads.

« Startup — shows the processes that automatically begin during Windows startup.

« Users —shows who is currently connected to the PC and the system resources they are using.

» Details — makes is possible to change the level of COU priority for a given process.

« Services — shows all available services and their status.

afaln
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Windows Task Manager = Windows 7 Task Manager has six tabs:
TaSk Manager N W|ndOWS 7 * Applications — shows all running applications. You can

create, switch to, or close any applications.

- —e * Processes - this tab shows all running processes. You can
R — —— end processes or set process priorities.
e c— « Services - available services, including their operational
- status. Services identified by their PID.
- lemblebtr e b * Performance - This tab shows the CPU and page file usage
' * Networking - This tab shows the usage of all network
adapters
« Users - This tab shows all users that are logged on the
computer
= Task Manager Differences in Windows 10:
* Applications and Processes tabs have been combined in
Windows 10.
Sulm  semnTe | e lem * Networking tab is included with the Performance tab in
T Tv— Windows 10.

* Users tab has been enhanced in Windows 10 to not only
show the users that are connected but also the resources that
they are using.



Windows Task Manager

Lab — Work with Task Manager

In this lab, you will use Task Manager to monitor system performance.
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Windows File Explorer

File Explorer

File Explorer is used for file management in
Window 8 and Windows 10.

Windows Explorer is used for file management in
Windows 7 and earlier.

The Ribbon is used for common tasks, such as
copying and moving files and creating new folders.

The Tabs at the top change based on what is
selected.

File Explorer is used to:

Navigate the file system

Manage files, folders and subfolders
Manage applications on storage media
Preview some types of files



Windows File Explorer

Video Explanation — Working with File Explorer

Video Demonstration: Working with File Explorer

In this video demonstration, you will learn about:

* Quick access : 4
* This PC | N o o
* Libraries ' ‘ . ' o Lo

* Library tools | & iy « . @

* Folder and search options'
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Windows File Explorer

This PC

In Windows 10 and 8.1, the This PC
feature allows you to access the
various devices and drives installed
in the computer.

In Windows 7, this same feature is
called Computer.

To open This PC, open File Explorer,
and it will display the This PC
feature by default.

In Windows 8.0, or 7, click Start and
select Computer.



Windows File Explorer

Run as Administrator

Modern operating systems improve security
by only allowing users with enough
permissions to access files.

System files, other user files, or files with
elevated permissions are examples of files
that could lead Windows to deny access to a
user.

To override this behavior and gain access to
those files, you must open or execute them
as the system administrator.

To open or execute a file using elevated
permission, right-click the file and

choose Run as Administrator as shown in
the figure. Choose Yes in the User Account
Control (UAC) window.



Windows File Explorer
Windows Libraries

Windows Libraries allow you to easily
organize content including removable media,
without actually moving the files.

h. i 4 ol * Alibrary is a virtual folder that presents
content from different locations within the
same view.

. = When Windows 10 is installed, each user
< = has six default libraries, as shown in the

= swedpen - figure.

= |n Windows 10 and Windows 8.1, the
libraries are hidden by default.

= Right-click the left pane of the File Explorer
window for the context menu option that can
show the libraries.




Windows File Explorer
Directory Structures

C:\Users\Admin\Documents\Level 1\Level 2\Level 3 The root level of the Windows directory
structure, the partition, is usually labeled

— — drive C.
h Mome s vaw : — ®l - Directories may contain additional
..{ o v , S directories called subfolders.
= The number of nested folders is limited by
w1 5 Level2 > Level 3 7 the maximum length of the path to the
& OneDrive Marme e : folders.
¥ 30 Otject = In Windows 10, the default limit is 260
= :'«.-..x'u«v ' characters.
L' = The figure shows several nested folders in
Levet 3 File Explorer along with the equivalent path.




Windows File Explorer
User and System File Locations

= inenel sxplocer - O x

« Users Folder — Windows _ o -
stores more of the files

- & Lut ¥ T2 New item ~ | 21 14 0pe B selet ot
. ax | ’ |v| =
created by users in the * : L il X =] Onwaess T ew “stect acne
Pt CQuark Copy Paas (6] #aste shoriout VAT Yy Da:vn fename Nivw W:\p:ﬂ'l( - B overt selection
Users Folder, R Ty e, W
C\U rs\User name\ Upbosd Orgatice MNew Open Select
: Se — ' . - v b o Local Disk (C) > Program Files > inlsmel sxploees > v ) Search intemet explore p
+ System Folder — Most files - -
’ Videos Name Date moddfind Type

used to run a Windows OS & Locat Ok 03 e feci B
computer are found in the Perflogs images 9152018 1233 A, File folde

fOIder Program Files o SIGNUP ¥ ".‘L'l‘."' ."-.'.1 Hle tolde
C:\\Windows\system32. e ol ki
* Program Files — This ettt hdocaifon 8 ieiagema SNS2N81229A.  Application
folder is used by most Wi Deferte s s SO
application installation NS T VTVPIIR08 AN Application e
R mdows Mail £ jexplore SIS5/2018 205 AM Applicaton
programs to install Windorws Media Player Y ey e
SOftW&I’e. Windows Multimedia Platform v < ==
17 itoms =&
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Windows File Explorer
File Extensions

E e [ " o] = Files adhere to the Windows naming
] 1 oo ceu S | -0 wn e convention:

A maximum of 255 characters is allowed
* Characters such as a slash or a

Al backslash (/\) are not allowed

-~ - - An extension of three or four letters is
Leve added to the filename to identify the file

= Qeemtendt type

ot  Filenames are not case sensitive

« By default, file extensions are hidden

In Windows 10 and Windows 8.1 in the File
Explorer ribbon, click the View tab. Then
click to check File name extensions.



Windows File Explorer

File Attributes

= These are the most common file
attributes:

R - The file is read-only.

A - The file will be archived the next
time that the disk is backed up.

S - The file is marked as a system
file, and a warning is given if an
attempt is made to delete or modify
the file.

H - The file is hidden in the directory
display.

Advanced Attributes




Windows File Explorer
Video Explanation — Application, File, and Folder Properties

Video Demonstration: File and Folder Properties

In this video demdnstration, you will learn about:

* File properties
* File security

* File details | SR o o
* File previous versions . . . o * . e

* Folder properties . g’ - - .-. . -0

* Folder sharing ' 2 . o "

* Folder security o > ;.

* Folder previous versions

» Folder customization
S <) $H O
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Windows File Explorer

Lab — Working with File Explorer

In this lab, you will explore and use the File Explorer (Windows Explorer)
to navigate the Windows file system.
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11.2 Configure Windows
with Control Panels



Control Panel Utilities
Windows 10: Settings and Control Panels

= Windows 10 offers two ways to configure the operating system

Upsat &

Comtiis Farwh AY Commos Purwt e

'S T IR E

The Settings app

The Control Panel



Control Panel Utilities
Introduction to Control Panel

= System Admins prefer the Control
Panel to the Settings App.

= To start the Control Panel, type Control
Panel into the Search box and click the
Control Panel Desktop app that
appears in the results.

= |f you right-click on the result, you can
pin it to the Start menu to make it
easier to find.

= You can also open it from the
Command Prompt by typing control.




Control Panel Utilities
Control Panel Views
= The Windows 10 Control Panel opens to the Categories view by default

Both views also provide a search box which will return a list of Control Panel items

0

ﬁ: $a)
|e

- ‘ '

Category View Small Icons View



Control Panel Utilities
Define Control Panel Categories

« System and Security — View and configure security settings such as Windows Defender Firewall.

 Network and Internet - Configure, verify, and troubleshoot networking and file sharing.

« Hardware and Sound - Configure devices such as printers, media devices, power, and mobility.

 Programs — Change installed programs and Windows updates, including removal.

« User Accounts — Administer Windows user accounts and user account control (UAC).

 Ease of Access - Access options that make Windows easier to use, especially for people who require
accommodations for physical or perceptual challenges.

* Clock and Region — Configure time and date settings and formats.

+ Appearance and Personalization — Configure taskbar and navigation, file explorer, and available
fonts.

afaln
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Control Panel Utilities
Lab — Explore Control Panel Categories

In this lab, you will investigate the options provided in the various commonly
used Control Panel items.
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User and Account Control Panel Items

User Accounts = The User Accounts Control Panel provides
options to help you create, change, and delete
user accounts.

= An administrative account is created when
Windows is installed.

O

H s = To create a user account, open the User
Accounts Control Panel.

= Standard user accounts can manage most
configuration settings that don't affect other
users.

= Standard user accounts can only access their
own files and folders.

= Some features of the User Accounts utility
require administrative privileges and will not be
accessible with a standard user account.



User and Account Control Panel Iltems
User Account Control Settings

Usar Accosunt Conteat Settings - oKl

Notity e only when apps 1y 1o mushe (hanges 1o ey
(omguiter (delawm)

The User Account Control (UAC) monitors
programs on the computer and warns users
when an action might present a threat to the
computer.

In Windows versions 7 through 10, you can
adjust the level of monitoring that the UAC
performs.

The default UAC setting for the primary
account is "Notify me only when programs try
to make changes to my computer®.

Adjust the UAC level to change when you are
notified about changes that programs may
make to your computer.



User and Account Control Panel Iltems
Lab — User Accounts

In this lab, you will work with User Accounts Control Panel item create and
modify users.
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User and Account Control Panel Items

Credential Manager

‘:I Wet Crodentas

Credential Manager helps you to manage
passwords that are used for websites and
Windows applications.

These passwords and usernames are stored in
a secure location.

You can view, add, edit, or delete the
credentials that are stored by Credential
Manager.

Web credentials are not saved for sites
accessed by browsers other than Internet
Explorer and Edge.



User and Account Control Panel Items

Sync Center

Sync Center allows files to be edited from
multiple Windows devices.

= Sync Center allows a form of version control.

bR = Using Sync Center requires activation of the
9 2 e ey Offline Files feature. This sets up a local file

o e homcComer location that will store the files to be

oss vz s o synchronized. It also requires you to set up a
| sync partnership with the networked file
location.

= Files can be synchronized manually and
synchronization can also be scheduled to occur
automatically.

= Microsoft OneDrive offers a similar service.
OneDrive is a cloud storage service that is
available to Microsoft Windows users.



Network and Internet Control Panels

Network Settings

= The Network Status app in Windows 10
combines many different functions into one
high-level app.

= The Network Status App links to various other
Settings App screens.

= |t also links to Control Panel items like the
Network and Sharing Center.

= Some of the options, such as Airplane Mode,
Mobile Hotspot, and Data Usage are more
relevant to mobile devices than to desktop
computers.

Status

Network status




Network and Internet Control Panels
Internet Options

? X

? X Insernas Options

? x Internet Options
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Network and Internet Control Panels

Internet Options (Cont.)
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Intemet Options ? x intemet Options ? x ] intemet Optians ? x
Canersl Seouty Prwagy Condart Proar . Loners Securty Prwvacy Cantere O Proge Ganersl Sscurty Frvacy Cantare C "

Cenpocses . Opaning Biarnet Bplurer
Use certfeates far emcypted connectons snd Masafoon ‘ s:;"".'.-"“" b E /‘h Choose dow you ogen ks,
Crak-up and Virtus' Fraate Netnark semngs Y v ity
it Ade... Mass Tixroat basinest e dxinudt Aravats,
l N neliages and Luggests i1 ehes Addvem., | Marage add-ons
for you — i'-_ Enedie or Bealie brawsser afd ony
Fosds 2nc Wee Shoes e 4 instaled i your syssam. Wenege sdd-ams
£ ""“'""“5":::""“  setnzs mﬁmw'mmﬁnwnm T HYML esting
S corture e ) = - 2 Connection
—Qﬁ m-ummuwn “ ?.on::v:::n“muﬁhnmbw«wum
other programe 9’ ang i
H'H.O-!‘ -
emet programs
Choose the programs you wail I use Hi
Locl Arza Netwart (LAN) settmgs :;l:rmmmmn ot progrom
LAN Settmge do ot aiply tn dotup AN setings
conections. Choose Settings above for dal-up Fiie assocatcns
-itirge
Choase the fle types that you want
asrnet Ex2iorst to open by Sifauk. Sul mustathns
o o | [y o oo | R o] comm oy

-~ - .~ 4 .

= Content Tab = Connections Tab = Programs Tab

afaln
cisco



Network and Internet Control Panels

Internet Options (Cont.)
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Network and Internet Control Panels
Network and Sharing Center

= Network and Sharing Center allows an
administrator to configure and review nearly all
network settings on a Windows computer.

= View network status and internet connectivity.

Y1 Lom

= Change properties of protocols and services
running on a network adapter.

= Configure file and device sharing through the
use of network profiles.

"

= Network profiles enable basic sharing settings to
change depending on whether it is a private or

public network. This enables sharing to be
inactive on an insecure public network but active Windows 10
on a private secure network.



Network and Internet Control Panels
HomeGroup

= Homegroups simplify sharing files on simple
networks.

They are intended to make networking in the
home easier by requiring a minimum of
configuration.

You can share your library folders on the network,
making it easy for other devices to access your
music, videos, photos, and documents.

Users will need the homegroup password in order
to join the homegroup and access shared
resources..

Homegroups were used in Windows 7 and 8 but
Microsoft has been phasing out the homegroup
functionality.

In Windows 8.1 homegroups cannot be created,
however Windows 8.1 computers can join existing
home groups.

In newer versions of Windows 10 (version 1803
and higher), home group functionality is not
available.



Network and Internet Control Panels
Lab — Configure Browser Settings

In this lab, you will configure browser settings in Microsoft Internet Explorer.
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Display Settings and Control Panel

Display Settings and Configuration

= The Windows 10 display settings are reached = K
by right-clicking an empty area of the desktop o m
and selecting Display settings from the context o
menu. Aot o wn

= Change the appearance of the desktop by —
modifying the resolution that is output by the _.
graphics adapter. o

= If the screen resolution is not set properly, you S
might get unexpected display results from
different video cards and monitors. |0 e

= You can also change the magnification of the
desktop and text size in Windows interface
elements.

Display Settings in Windows 10



Display Settings and Control Panel
Display Features

E Controt Panef\All Controt Pased e Despsin\Screen Resciution
t B . 28 Commoi Panel hars + Displey » Scoven Resstdion

the appearance of your displs

[vapto, 1. Owll WI7TEHM (Digtad)
Revoaticn 50+ 148 Rermmmanded
Onentatom Lweoi ape

Mubiple doploys  Lstemdt deshing tn th dupley ~

Detecy
sternt,

Windows 8 and 7 Display control panel item:
Display - configure multiple monitors

Screen resolution - number of pixels horizontally
and vertically. Higher numbers provides better
resolution, 1920 x 1080 for example

Orientation - This determines whether the display
appears in Landscape, Portrait, flipped Landscape,
or flipped Portrait orientation

Refresh rate - how often the screen image is
redrawn expressed in Hertz (Hz). The higher the
refresh rate, the steadier the screen image appears

Display colors - The higher the bit depth, the
greater the number of colors.

Multiple displays - two or more monitors attached to
the same computer. The desktop can be extended to
make one large display, or mirrored, with the same
image shown on all displays



Power and System Control Panels
Power Options

Balanced (recommended)

A es Do

Power Options Control Panel in Windows 10

Power Options Control Panel allows you to change
the power consumption of certain devices or the
entire computer.

Use Power Options to maximize battery
performance or conserve energy by configuring a
power plan.

One important difference from Windows 7 and 8 is
that the setting that requires a password when the
computer wakes has been moved from Power
Options to User Accounts in Windows 10. This is
an important setting for data security.

Windows has preset power plans. Use the default
settings or create your own customized plans.

Note: Power Options settings will vary based on
the hardware that is detected.



Power and System Control Panels
Power Options Settings

= |In Windows 8 you can choose from the
following options:

Require a password on wakeup (Windows 7 and 8
only)
Choose what the power buttons do

Choose what closing the lid does (for laptops only)
Create a power plan

Choose when to turn off the display

Change when the computer sleeps




Power and System Control Panels
Power Options Actions

= |f users do not want to completely shut down a
computer, the following options may be available:

Y

* Do nothing - The computer continues to run at full
power.

; . s * Sleep — Documents, applications, and the state of
oo the OS are saved in RAM. This allows the computer
oo ot s bt o to power on quickly.

* Hibernate — Documents, applications, and the state
of the OS are saved to a temporary file on the hard
drive. With this option, the computer takes a little
longer to power on than the Sleep state, but does
not use any power.

voe

« Turn off the display - The computer operates at full
power. The display is turned off.

« Shut down - Shuts down the computer.




Power and System Control Panels
System Control Panel Item

W System

T 5 Control Panel

vrod Panet Home

0 Jevice Manager
O Remote
o System peotection

G Advanced system sethings

wthngs

Security

and Mantenance

System and Secunity > System v U Pane p

View basic information about your computer

Windows edition

Windows 10 Pro

© 2018 Micosoht == Wi ndOWS 10

Corporation. All nights
reserved

System
Processor Intel(R) Core(TM) i7-7600U CPU @ 280GH: 290 GHz
Iratatied memory RAM 200 GB
System type: 64- et Operating System, »fid-based processor

Pen and Touch NO Pen o Touth Input 5 available for ths Display

Computer name, domain, and workgroup settings
Computer name: DESKTOP-34F7VBO @ range
Full computer name: DESKTOP-34F TVBO
Computer descnphon

Workgroup WORKGROUP

Windows activation

Windows s activated. Read the Microsoft Software Lice

Product 1D 00330-80000-00000- AA502 L

= The System Control Panel item allows
all users to view basic system
information, access tools, and
configure advanced system settings.

= The Windows 10 System Control
Panel item is shown here. The System
Control Panel item is very similar in
Windows 7 and 8.

= The various settings can be accessed
by clicking the links on the left panel.



Power and System Control Panels
System Properties

Computer Name — View or change the
computer name, workgroup, or domain

Hardware — Access the Device Manager or
adjust the device installation settings

Advanced — Configuration settings for
performance, user profiles, startup and
recovery

System Protection — Access system restore
and enable system restore points and the
amount of disk space to store them

Remote — Adjust settings for remote assistance
and remote desktop

o]
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System Properties
Computer Name Hgidware Advanced Systom Protecton Remote

Q Windows uses the folowng iformation 10 identify your computer on
e nedwork

Somputer descnpbon |

For exampile “Kichen Computer” or "Mary's
Computer*

Full computer name ITEQXS787

Workgroup WORKGROUS

To use 5 wazard o join & domain of workgroup. click
Nework ID

To rename his computer of change s domamn of
workgroup. chck Change




Power and System Control Panels
Increasing Performance

= To enhance the performance of the OS, you can
change the virtual memory configuration
settings, as shown in the figure.

= When Windows determines that system RAM is
insufficient, it will create a paging file on the hard
drive that contains some of the data from RAM.

= This process is much slower than accessing
RAM directly. If a computer has a small amount
of RAM, consider purchasing additional RAM.

= Another form of virtual memory is the use of an
external flash device and Windows ReadyBoost
to enhance system performance.




Power and System Control Panels
Lab — Manage Virtual Memory

In this lab, you will use the System Control Panel item to configure and manage virtual
memory.



Hardware and Sound Control Panels
Device Manager

= Device Manager displays a list of all the
devices installed in the computer, allowing
you to diagnose and resolve device
problems.

= The Device Manager utility uses icons to
indicate the types of problems that may
exist with a device.

Update a driver - Change the currently
installed driver.

Roll back a driver - Change the currently
installed driver to the previously installed
driver.

Uninstall a driver - Remove a driver.
Disable a device - Disable a device.

=S Device Manager - cIEN
e Action Yiew Help
| m B &

4 & Wingl
& Audio mputs and outputs
@ Batteries
& Computer
. Disk drives
‘-_ Display adapters
s DVD/CD-ROM drives
«3 Floppy disk drives
wg Floppy dnive controliers
G¢ IDE ATA/ATAP! controllers
= Keyboards
ﬂ Mice and other pomnting devices
& Mentors
¥ Network adapters
¥ Ports (COM & LPT)
8 Print queues
D Processors
G Storage controllers
W Systemn devices

Device Manager Status Icons

Device Manager lcon Meaning

The device has an emror, It may be functioning, but requires attention, Right-
/n, click on the item in Device Manager and select Propernie ee the problem
(EY code in the Device status error of the praperties box, The code can be

researched to determing the problem

The device s disabled. The device is instalied on the systam, but na driver is

/) | :
| loaded for it

ﬁ)\ JIE The device-specific driver for the device is not avallable, A compatible dnver
\J or IS In use

i I | This is not a problem code. It means that a driver has been manually, rather

e stalled for tha deviea
than automatically, installed for the device

]




Hardware and Sound Control Panels
Lab — Use Device Manager

In this lab, you will open Device Manager to display devices listed on your computer. You will
also display the monitor settings.



Hardware and Sound Control Panels
Devices and Printers

¥ Devices and Printers
T ™ Hard Devices and Prin

Add a device Add a printey

Vaise

DESKTOP-34F7V Generic Non-PnP Microphone JSB Tablet
BO Monitor High Definition
Audio Device

eSS

Aicrosoft Prnt to Microsoft XPS OneNote

PDF Document Writer

8 items

=

Devices displayed in the Devices and Printers
Control Panel item are typically external devices
you can connect to your computer through a port
such as USB, or a network connection.

Devices and Printers also allows you to quickly add
a new device to the computer.

In most cases, Windows will automatically install
any necessary drivers that are required by the
device.

Note that the desktop computer device in the figure
shows a yellow triangle alert, indicating that there is
a problem with the driver.

The green check mark next to a device indicates
that is to be used as the default device.

Devices and Printers is very similar in Windows
versions 7, 8, and 10.



Hardware and Sound Control Panels

Sound

= Use the Sound Control Panel item to configure
audio devices or change the sound scheme of
the computer.

= For example, you can change the email
notification sound from a beep to a chime.

= Sound also allows a user to choose which audio
device is to be used for playback or recording.

= The Sound Control Panel utility is largely
unchanged between Windows 7, 8, and 10.

¥ Sound

Playback | Recording Sounds  Communications

A sound theme is a set of sounds applied to events in Windows
and programs. You can select an existing scheme or save one you
have modified

Sound Scheme
Windows Default v Save As...

To change sounds, click a program event in the following list and
then select a sound to apply. You can save the changes as a new
sound scheme.

Program Events

® | Windows A

L, Asterisk

(| Calendar Reminder
Close Program

€, Cntical Battery Alarm

¢ Critical Stop v

Play Windows Startup sound




Clock, Region, and Language

Clock

Date and Time
. . Date and Time  Adomtional Clocks  Internet Time
= Windows allows you to change the system time
and date through the Date and Time control panel o
item, as shown in the figure. Friday, March 22, 2019
g
= You can also adjust your time zone. - N Time
! | \ 92007 AM
= Windows will automatically update the time settings [ Change date and time.
when time changes occur. .
= The Windows clock will automatically synchronize T e oy,
with a time authority on the internet. This ensures NS TP 28
that the time value is accurate. Daylight Saving Time ends on Sunday, November 3, 2019 at 2:00
AM. The clock is set to go back 1 hour at that time
= Time and Date is accessed through the Clock and 2] Notify me when the clock changes
Region Control Panel category in Windows 10. In
Windows 7 and 8, it is accessed through the Clock,
Language, and Region Control Panel category. = T




Clock, Region, and Language
Region

Format English (United States

Match Windows dsplay language (recormmended

M/d/yyyy

dodd. MMMM d. yyyy
fomm

homress o

weck  Sundlay

Windows allows you to change the format of
numbers, currencies, dates, and times by using
the Region Control Panel item.

Windows 10 attempts to use location services
to automatically detect the location of the
computer. The location can also be set
manually if the location can't be determined.

Date and time setting formats can be changed
by changing the display patterns available in
the Date and Time formats area.

Click Additional settings to change number and
currency formats and the measurement system
used in the region.

Additional date and time formats are also
available.



Clock, Region, and Language
Language

= In Windows 7 and Windows 8, language can be
configured through Control Panel items. This
allowed users to install language packs that
included fonts and other resources required by
different languages.

= In Windows 10, this was moved to the Region
settings app, shown in the figure. When adding
a language, you can even choose to install
Cortana support for voice commands in that
language, if available.

Settings

~ Language

Languages

Windows display language

r
| English {United States)

Windows leatures like Settings and File Explorer will appear in this
language

B Add awin display language with | ocal Experience Packs

Use Local Experience Packs to change the language Windows uses for
navigation, menus, messages, settings, and help topics.

Preferred languages

Apps and websites will appear in the first language in the list that they
supporl. Press and hold (or select) a languege, then drag Lo rearrange
them

+ Add a language

l’ngln sh [United States)

A$ e an _.I v_' Windows display language




Clock, Region, and Language

Lab — Region and Language Options

In this lab, you will examine region and language options in Windows.

o]
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Programs and Features Control Panels
Programs

Use the Program and Features Control Panel

items to uninstall a program from your computer.

It is important that applications be uninstalled
either through the Programs and Features
Control Panel item or from an uninstallation
menu choice that is associated with the
application in the Start menu.

In addition, you can repair the installation of
some programs that may have problems.

You can troubleshoot problems with programs

that were made for older versions of Windows.

Finally, you can choose to manually install
software from the network.

€ Vi e es Woteeg Tus
LT - ) hes

BIDDADDAB AN

TE
2332232330323
3 ] a8 8
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Programs and Features Control Panels

Windows Features and Updates

= You can also activate or deactivate Windows Il Windows Features P
features, as shown in the figure. Turn Windows features on or off (2]
To turn a feature on, select its check box. To turn a feature off, clear its check
= Programs and Features also allows you to view box. A filled box means that only part of the feature is tumed on
the Windows updates that have been installed, | © Data Center 8ridging
and uninstall specific updates if they are "0 e
Hyper-V

causing problems and don't have dependencies
with other installed updates or software.

Internet Explorer 11

Internet Information Services

LRI

Internet Information Services Hostable Web Core
Legacy Components
v Media Features
A-A/] Windows Media Player
Microsoft Message Queue (MSMQ) Server
Microsoft Print to PDF
Microsoft XPS Document Wiiter

e

coce

o]
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Programs and Features Control Panels
Default Programs

The Default Programs Control Panel item
provides the means to configure the way that
Windows handles files and the applications that
are used to work with them.

Example: if you have multiple web browsers
installed, you can choose which web browser
will open to view a link that you have clicked on
in an email or other file.

Choose default applications, or which
application opens for a specific file type.

For example, you can configure a JPEG
graphics file to open in a browser, for viewing,
or in a graphics editor.

o Default Programs

" « All Control

Programs and Features

Default Programs

Choose the programs that Windows uses by default

'J vet your default prograr
Make a program the default fT: all file types and protocols it can
open "

Make a file type or protocol always open in a specific program.

- y it
4
Play CDs or other media automatically
ind computer defaults
-
Control access to certain programs and set defaults for this
computer

£




Other Control Panels
Troubleshooting

= The Troubleshooting Control Panel item
has a number of built-in scripts that are
used to identify and solve common
problems with many Windows
components.

= The scripts run automatically and can be
configured to automatically make the
changes to fix the problems that are
found.

= You can also view when the
troubleshooting scripts have been run in

the past by using the View History feature.

SHOOuLr




Other Control Panels

BitLocker Drive Encryption

oo o o oo o /i bt ‘ ol " BitLocker is a service provided with Windows
BitLocker Drive Encryption that will encrypt an entire volume of disk data
e e so that it can't be read by unauthorized parties.
QU T e = Data can be lost if your computer or disk

Bitlocker or drives are stolen.

43

= In addition, when the computer is taken out of
service, BitLocker can help insure that the
hard drive can't be read when it has been
removed from the computer and scrapped.

e Q@ @

Fixed data drives

Removable data drives - BitLocker To Go

er of = The BitLocker Control Panel item enables you
to control the way BitLocker operates.

eQ




Other Control Panels
File Explorer and Folder Options

File Explorer Options = File Explorer Options in Windows 10 permit

Gonersl | View | Semrch changing a variety of settings regarding the way
N , files are displayed in Windows Explorer or File
Browse folders Explorer.

® Open each folder in the same window

== 3 Open each folder in s own window

= Folder Options in Windows 7 and 8 is very
Click tems as follows Slmllar.

Q _) Single-chck to open an item (pont to select)

= |[n Windows 10, many of the most commonly
used file and folder options can be found in the
File Explorer ribbon.

/| Show recently used files m Quick access

@) Double-click to open an item (single-chick to seloct)
B
F

- | Show frequently used folders in Quick access

= In Windows 8.1 some functions are present in

Clear File Explorer history Clear
the ribbon, but the selection is not as
A comprehensive as it is in Windows 10.
== , = In Windows 7, there is no ribbon, so the Control

Panel must be used.



11.3 System Administration



Administrative Tools
Administrative Tools Control Panel Item

f : a ] = The Administrative Tools Control Panel item is a
P 1 collection of tools that are used to monitor and
e _ configure Windows operation.

<o ’ = This Control Panel item has evolved over time.

vy A In Windows 7 it was somewhat limited.

B ve Ao

& oveore st = Microsoft added many different utilities in

R B Windows 8.1.

psdll [ fomiont = In Windows 10, the available tools changed

e sy ot slightly.

o D i

"y e ——— = The Administrative Tools Control Panel item is

unusual in that it is a collection of shortcuts to

an application.



Administrative Tools
Computer Management

= One of the Administrative Tools items is the Computer Management console.

= |t allows you to manage many aspects of your computer and remote computers in one tool.

= The Computer Management console provides access to three groups of utilities.

& Computer Managemen - B ﬁ
ble Acten Yew Hedp
& ) B
F Computr Marugument lLocal) || Mame Actiaoma
* ] System Tools | System Tooks M a
7 Task Schadules ".‘A*'a:‘ Comemter
@ Cvent Viewer . SOTR3 - Masrw At »
Services and Apghications
i Shered Foldin
& Local Uzers anc Oroups
) Part s
& Dedce Manager
59 Stecage

Dizk Managerment

£ N

nd Applaiton




Administrative Tools
Event Viewer

= Event Viewer allows viewing the history of
application, security, and Windows system events.

= Windows logs many events by their type or level:

Information - A successful event. A driver or
program has executed successfully.

Warning - Indication of a potential problem with a
software component.

Error - A problem exists, but no immediate action is
required.

Critical - Immediate attention is required. Usually
related to system or software crashes or lockups.

Success Audit (security only) - A security event has
been successful. For example, a successful logon.

Failure Audit (security only) - A security event that
has not been successful like failed attempts by
someone attempting to log on.



Administrative Tools Local Users and Groups provides an efficient way

Local Users and Groups of managing users.

You can create new users and assign those users

e Acion Wew b to membership in Groups.
= = X 7]
el s .| = Groups have rights and permissions assigned that
i g e are suitable for different types of users.
2 o » pns =
— i e = Windows provides default user accounts and
* i Mohering Tooh Bl wDaGUnIey e s groups to make managing users easier:
B Forformance Monite
3 Date Collector Sees
- Luoernl * Administrators - Full control of the computer and
. access to all folders.
T e - Guests - Guests can access the computer through

& Wi Contrel

a temporary profile that is created at logon and
deleted on logoff. Guest accounts are disabled by
default.

» Users - Users can perform common tasks such as
running applications and accessing local or network
printers. A user profile is created and persists on the

: : system.




Administrative Tools
Performance Monitor

= The Performance Monitor is
different from the performance
information that is available through
Task Manager and Resource
Monitor.

= The purpose of the Performance
Monitor administrative tool is the
creation of detailed custom reports
from very specific counters.

o]
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& Computer Management

File Action View Help
| 2m Hw @
& Computer Management (Local)

v [} System Tools
(D) Task Scheduler
] Event Viewer
3 Shared Folders
& Local Users and Groups
v () Pedformance
v @ Monitonng Tools
B Performance Monitor
2 Data Collector Sets
@ Reports
A Device Manager
v (3 Storage
#* Disk Management

Ty Services and Applications
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Administrative Tools
Component Services and Data Sources

i », l'nmrrqmv Services —

= Component Services is an B Fle_Acion View Window bep

.. . o 23X E CE | B i
administrative tool used by e — o
administrators and developers to [t i St oo My Compuses
. v s amputer A f“ More Actions
deploy, configure, and manage v ”’;." Reysdviowm
COM¢ Explorer Distnbuted Transaction Coord

Component Object Model (COM) @ COM- OC Dead Leter Queve i

& coM. Utiities

ComponentS. & COM. Utilives (32 bit)

D System Apphcation
| DCOM Config

= COM is a way to allow the use of )
. | L Event Viewer (Local)
software components in [+ %5 e Lect

distributed environments such as

in enterprise, internet, and
intranet applications.



Administrative Tools
Services

= The Services console (SERVICES.MSC)
allows you to manage all the services on
your computer and remote computers.

= A service is a type of application that runs
in the background to achieve a specific
goal, or wait for service requests.

= To reduce security risks, only start the
necessary services.

afaln
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File Action View Help
e FHDczBm »eup

. Services (Local)

Bitlocker Drive Encryption Service

Stan the service

Description:

BOESVC hosts the BtLocker Drve
Encryption service. BtLocker Drive
Enceyption provides secure startup
for the operating system, as well a5
full volume encryption for 05, fixed
of removable volumes. Thes service
allows BitLocker to prompt users for
vanous actions refated to thewr
volumes when mounted, and unlocks
volumes automatically without user
ntecaction, Adddsonally, it stores
recovery information to Active
Directory, if available, and, i
necessary, ensures the most recent
recovery certificates are used.
Stopping or disabling the service
would prevent users from leveraging
ths functionality.

Name Description  Status
o ActiveX Installer (AdnstSV)  Provides Us..,

« App Readiness Gets apps re...

o, Appl E P a.

« Application Identity Determines ...

4 App Int Faciltatest. R

« Application Layer Gatewsy ... Provides su...

. Application Management Processes in

w0 AppX Deployment Service (.. Provides inf..

& Background Intelligent Tran.. Transfers fil.. Running
o Background Tasks Inf dows in.. Running

Running

Llog #
Loc
Lec

. Loc
- Loc
. Lec

Lec

Leoc
Loc
Lo
Loc

« Bluetooth Handsfree Service  Enables wir Manual (Trig..
« Bluetooth Support Service  The Bluetoo... Manua! (Trig...
. BranchCache This service ... Manual

i Certificate Propagation Copies user .. Running  Manual

"4, ONG Key Isolation The CNGke.. Running Manua! (Tng...
4 COM« Event System Sy~ R g A

4 COM« System App gesth.. R g Manus!

= Computer Browser Maintans a..  Running  Manusl (Trig

Loc
Lec

Loc
Loc
Loc
Lec

ig.. lec v




Administrative Tools
Data Sources

= Data Sources is a tool used by

administrators to add, remove, or manage | 7 S oS R oSt D | Tace | Comecn Fockg | St

data sources using Open Database S "
Connectivity (ODBC). ODBC is a (GBASE Fies | Merosch Access GBASE Drver b, “nd. *m
technology that programs use to access a wnediseonu g

wide range of databases or data sources.
The tool is shown in the figure.

>

. An ODEC User data source stores rformation about how to connect o the ndcated data prowder, A
User data source is only visibie 10 you and can only be used on ths computer

[ ok ][ Cance

afaln
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Administrative Tools
Print Management

The Print Management utility provides a
detailed view of all of the printers that are
available to a computer.

It is not available in all Windows editions. It is
available in Windows servers, Pro, Enterprise,
and Ultimate editions.

It enables efficient configuration and
monitoring of directly attached and network
printers, including print queues for all printers
to which it has access.

It also allows the deployment of a printer
configuration to multiple computers on a
network through the use of group policies.

i

File Action View Help

éa

fo

v

[ = X
Print Management
¢ Custom Filters
7. All Printers (5)
¢ All Drivers (7)
7. Printers Not Ready
¥ Printers With Jobs
3 PrintServers
o Deployed Printers

7]

Printer Name

" Fax
= Microsoft Print to PDF

= Microsoft XPS Document Wiiter

# OneNote
m Webex Document Loader

Queue Status

Ready
Ready
Ready
Ready
Ready

Jobs In .. \ Actions
| Al Printers (5)

More Act..

} OneNote

More Act..

»




Administrative Tools
Windows Memory Diagnostics

windows Memory Diagnostics Tool

= The Windows Memory Diagnostics tool
schedules a memory test that will be executed

vindows is checking for memory pt
When the Computer starts. This might take several minutes.
Running test pass 1 o
= |t can be configured to automatically restart the Qietal] Kt Sthws o8
computer or execute the test the next time the
computer starts. Status:
No problems have been detected yet.
u The type Of dlagnOSthS to be run Can be Although the test may appear inactive at times, it is still running. Please
. . . . viait until testing is complete...
configured by pressing F1 from the diagnostic ’
a.S |t I’UhS, aS Shown |n the flgure ';i:Zs?\:ier;;a::s;:;:rt::)uc?::u;: automatically. Test results will be

= The results of the test can be viewed by finding
the memory diagnostic test result in the
Windows Log folder in Event Viewer. pREicn ESCuEXYE




Administrative Tools
Lab — Monitor and Manage System Resources

In this lab, you will use administrative tools to monitor and manage system resources.
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System Utilities
System Information

—-y (e w e CAR

Administrators can use the System Information
tool to collect and display information about
local and remote computers.

The System Information tool is designed to
quickly find information about software, drivers,
hardware configurations, and computer
components.

You can also create a file containing all the
information about the computer. To export a
System Information file, select File > Export,
type the filename, choose a location, and click
Save.

The System Information utility can also display
the configuration of other machines on the
network.

It can be opened from the command prompt by
typing msinfo32, or it can be found in the
Administrative Tools Control Panel item.



System Utilities
System Configuration

= System Configuration (MSCONFIG) is a tool used to identify problems that keep Windows
from starting correctly:

General — Displays Normal startup, Diagnostic startup, and Selective startup.
Boot — Choose the OS version to boot if more than one is present, or Safe boot.

Services — Lists services that are started with the OS. Allows individual services to not be loaded
on boot for troubleshooting purposes.

Startup — In 7, it displays a list of all applications the automatically run when Windows starts. In 8.1
and 10, the user is referred to the same settings in Task Manager.

Tools — Displays a list of diagnostic tools for help with troubleshooting.



System Utilities

The Registry

= Every setting in Windows is stored in the Registry. When a user makes changes, the changes are stored in
the Registry.

= The registry consists of a hierarchical arrangement of keys and subkeys represented as a tree. Levels of
the subkey tree can be deeply nested with a maximum of 512 levels permitted.

= The registry exists as database files, called hives, associated with each of the top level registry keys.

= Each key has values. The values consist of the name of the value, its data type, and the setting or data that
is associated with the value. The values tell Windows how to operate.

Root Key Contents

HKKEY_LOCAL_MACHINE | - Information about the physical state of the computer including hardware
configuration, network logon and security information, and Plug and Play
information, etc.

HKEY_CURRENT_USER « Data about the preferences of the currently logged on user, including
Personalization settings, defauit devices, and programs, etc.
HKEY_CLASSES_ROOT « Settings about the file system, file associations, and shortcuts. Information
here is used when you ask Windows to run a file or view a directory.
HKEY_USERS » All of the configuration settings for the hardware and software configured
on the computer for all users.

HKEY_CURRENT_CONFIG | « Information about the current hardware profile of the machine.




System Utilities

Regedit

. . *
= The Registry Editor allows an
administrator to view or make changes =~ |“oiiomemmm—"
to the Windows Registry. g b eons g 5 Detat) 855,52
= < 88 OneDrive  REG_EXPAND_SZ  C:\Users\Admin\OneDrive
fi;l‘:' a8 Path REG EXPAND SZ  SUSERPROFILE':\AppDatalLocal\ Microsoft Winc
= Using the Registry Editor utility ContotPane SThe  EGHMADS IR AmDiecher
) Eaacrry N 5 EX D_S2 >k OFIL AppData\Local\Temp
incorrectly could cause hardware, oc e
application, or OS problems, including Netwod e
having to reinstall the OS. e
e f \Lners A QDo
= The registry editor can only be opened e Cace
from a search or command prompt. il
= You can search for regedit and open it
from the search results, or you can = The figure shows the regedit utility
open a command or PowerShell with the value of the OneDrive subkey

prompt and type regedit. open for modification.



System Utilities
Microsoft Management Console

= Microsoft Management Console (MMC) is an B P ckin Wow Faiortis Whdesw Mol

application that allows the creation of custom dndl . — e

management consoles for collections of utilities Thare s e st i et Commte oy,
and tools from Microsoft or other sources.

= When initially opened, the console is empty. e A B A BT
Utilities and tools, known as snap-ins, can be et _ st v
added to the console. You can also add web page :

links, tasks, ActiveX controls, and folders.

2
1

= The console can then be saved and reopened
when needed. This allows the construction of
management consoles for specific purposes.

FRFEFFERFRRERE

croseft Cor

D pna-

The Foider wnap w1 adds & fuider node 0 the ee. The o be used % Orgerum pousr WaD ) Cormote

= The figure shows a new empty console with the

dialog box for selecting and adding snap-ins. o e



System Utilities

DxDiag

= DxDiag stands for DirectX Diagnostic Tool.

= |t displays details for all DirectX
components and drivers that are installed in
a computer, as shown in the figure.

= DxDiag is run from a search or from the
command line.

= DirectX is a software environment and
interface for multimedia applications,
especially games. It defines interfaces for
2D and 3D graphics, audio, media encoders
and decoders, etc.
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System Utilities

Lab — System Ultilities

In this lab, you will use Windows utilities to configure operating system settings.



System Utilities
Lab — Manage System Files

In this lab, you will use Windows utilities to gather information about the computer.



Disk Management
= The Disk Management utility can be opened by

DISk Management Utlllty right-clicking This PC or Computer and
selecting Manage. It can also be opened through
p the Computer Management Control Panel or in its
e TR own Window by using the Win+X menu and
7 7 (T~ S = selecting Disk Management.
o I L R e T = In addition to extending and shrinking partitions,

you can also use the Disk Management utility to
complete the following tasks:

*  View drive status

S ———— « Assign or change drive letters
i 30 MD N o g £74.90 GB NTTE (B4 scher Incryped 71 G0 NT .
Micattey (OEM Part [ Hieshthy (71 Systerm | |Hasthy (Boot, Pase Fie Crash Dume. Primen | Hesithy (OTM Pasition « Add drives
creh i * Add arrays
~r | ety
e, Pever, - Designate the active partition




Disk Management
Drive Status

== Disk 0
Basic
476.81GB

Online

== Disk 1
Removable
289168
Online

Windows RE took
300 MB NTFS

Heaithy (OEM Part || Healthy (EF] System |  Healthy (Boot, Page File, Crash Dump, Priman; | | Healthy (OEM Partition

500 MB 47430 GB NTFS (BtLocker Encrypted|

ADATA DRIVE (D)

28.91 GB NTFS

Heaithy (Pnmary Partition

1.73 GB NTFS

= Disk Management utility displays the status of each disk. The drives display one of the following conditions:

= Foreign - A dynamic disk that has .
been moved from another computer

running Windows

= Healthy - A volume that is functioning =

properly

= Initializing - A basic disk that is being =

converted into a dynamic disk

Missing - A dynamic disk that is
corrupted, turned off, or
disconnected

Not Initialized - A disk that does
not contain a valid signature

Online - A basic or dynamic disk
that is accessible and shows no
problems

= Online (Errors) - 1/0O errors
detected on a dynamic disk

= Offline - A dynamic disk that is
corrupted or unavailable

= Unreadable - A basic or dynamic
disk that has experienced hardware
failure, corruption, or 1/O errors



Disk Management
Mounting a Drive

NI
cisco

Mounting a drive refers to making a disk image file
readable as a drive.

ISO files can have their contents written to disk but
they can also be mounted on virtual drives.

To mount an image, open File Explorer, select an
ISO file, in the ribbon select the Manage menu
under Disk Image Tools and select Mount.

The 1SO file will be mounted as a removable media
drive.

The drive is an ISO image mounted as a volume.

You can also create a mount point which is similar
to a shortcut.

You can create a mount point that makes an entire
drive appear as a folder.



Disk Management

Adding Arrays

In Windows disk management, you can create
mirrored, spanned, or RAID 5 arrays from multiple
dynamic disks.

This is done by right-clicking a volume and
selecting the type of multidisc volume that you want
to create.

There must be two or more initialized dynamic
drives available on the computer.

Storage Spaces is available in Windows 8 and 10.

Storage Spaces is the disk array technology
recommended by Windows. It creates pools of
physical hard drives from which virtual disks
(storage spaces) can be created.

Like other disk arrays, Storage Spaces offer
mirrored, striped, and parity options.

Py




Disk Management

Disk Optimization

-

- Local Disk (C:) Properties

General Tools  Hardware Shadng | Securty | Quota
Emor checking

This option will check the dnive for file
o~ Tystem emors

% Check
Optimize and defragment drive
w3 Optmang your computer's dives can help t un
& more eficerntly
Optmize
OK Cancel

To maintain and optimize disk storage, use various tools
within Windows.

A disk defragmenter gathers the noncontiguous data into
one place, making the OS run faster.

Do not perform disk defragmentation on SSDs.
SSDs are optimized by their own controller and firmware.

It should not be harmful to defragment Hybrid SSDs
because they use hard disks to store data.

In Windows 8 and 10, the option is called Optimize. In
Windows 7, it is called Defragment Now accessed from
the disk properties menu or from the File Explorer ribbon
in Windows 8 and 10.

The Optimize Drives utility allows analysis of the drive
prior to optimization.

You can also optimize the available space by doing a
disk Cleanup operation.



Disk Management

Disk Error-Checking

Checking Disk BLACK DRIVE (1)

Your device or disk was successfully scanned
No problems were found on the device or disk It is ready to use.

If you removed the device or disk before all files were fully written to it, parts of some
files might still be missing. If so, go back to the source and recopy those files to your
device or disk

A Hide details Ciose

Volume BLACK DRIVE created 2/7/2019 608 AM
Volume Senal Number is 7613-6F33
Windows is verifying files and lolders
File and folder verification is complete.
Windows has checked the file system and found no problems
63,897,536 KB total disk space.
5,920 KB in 35 hidden files.
8,928 KB in 279 folders.
13,155,552 KB in 3,687 files.
50,727,104 KB are available

32,768 bytes in each allocation unit
1,996,798 total allocation units on disk.
1,585,222 allocation units available on disk.

The Disk Error-Checking tool checks the integrity of
files and folders by scanning the hard disk surface for
physical errors.

The tool fixes file system errors and checks the disk for
bad sectors. It also attempts to recover data from bad
sectors.

In File Explorer or File Manager, right-click the drive and
select Properties. Select the Tools tab and
select Check or Check Now in Windows 7.

In Windows 8, select Scan Drive to attempt to recover
bad sectors. In Windows 7, select Scan for and
attempt recovery of bad sectors and click Start.

In Windows 8 and 10, click Check Results after
scanning. This will open an Event Viewer window that
will allow you to view the log entry for the scan.



Disk Management
Lab — Hard Drive Maintenance

In this lab, you will perform hard drive maintenance tasks including defragmentation and error
checking.



Application Installation and Configuration

System Requirements

Operating System

Windows 7, 8, or 10
Mac OSX 10.5 and higher.

Recommended

Windows 8 or 10.
Mac OSX 10.7 or higher.

Processor 1 GHz or above Multicore 2GHz

Memory 2GB 4GB

Display resolution 1024x768 1024x768

Available HDD space 2GB 8GB

MNetwork connection High-speed internet connection |High-speed internet connection
512 kbps. 1.5 Mbps.

Java

Most recent version

Most recent version

Other

Adobe Flash for video playback

= Before purchasing or attempting to install an
application, you should verify that the system
requirements are met. Requirements are normally
defined in the software packaging or on the
software download page:

Processor speed - 32 or 64-bit, x86 or other

RAM - sometimes as minimum or recommended
capacities

Operating System - and version
Hard disk space - available

Software dependencies - runtime and other
frameworks or environments may be required to
be present in order for the software to run

Graphics and display
Network access - if any

Peripheral devices



Application Installation and Configuration
Installation Methods

= Most applications use an automatic installation process when the application disc is inserted in the optical

drive.

= The user is required to click through the installation wizard and provide information when requested.

= Most Windows software installations are attended, meaning the user must be present to interact with the
installer software to provide input about the options to use when installing the software.

= The various types of installations are defined in the figure.

Attended

A user must be present to respond to prompts from the installer
software.

Silent or unattended

No prompts or other information is displayed during installation.

Scheduled or automated

Installation that occurs without being started by a user.
Preconfigured tasks that run according to conditions or timers can
install software when appropriate.

Clean

All components of any previous version of the software have been
removed prior to installation.

Network

The installation packages are available on a server and the
installation occurs across the network.




Application Installation and Configuration _ _ _

: : i = Local installation can occur from the hard drive,
Installing an Application CD, DVD, or USB media.
= To perform a local, attended installation, insert the

media or drive, or open the downloaded program
file.

= |f the software installation does not start
automatically you will need to browse the

v installation media in order to find and execute the
Explore virtual worlds with friends installer.

et n

= |nstaller software usually has an EXE or MSI
(Microsoft Silent Installer) file extension.

= |f there are problems, repair or uninstall the
application.

Today's deals <o

‘ ' = In addition to the process described above,
n A - - .* Windows 8 and 10 provide access to the Microsoft

Store, as shown in the figure.




Application Installation and Configuration

Compatibility Mode

= Older applications may not run properly on
newer Windows operating systems.

= |f older software is not running properly, locate
the executable file for the application. This can
be done by right-clicking a shortcut for the
application and selecting Open file location.

= Right-click the executable file and choose
Properties.

= From the Compatibility tab, shown in the
figure, you can run the Windows compatibility
troubleshooter or manually configure the
Compatibility Mode environment for the
application.

¥ capinkse.exe Properties

General Compatibity Securty Detals Previous Versions

¥ this program Isn working comectly on this version of Windows

try rurning the compatibility troubleshooter

[ Run compatibiity troubleshooter ]

Compatibiity mode
[ Run thes program in compatibiity mode for

Windows 8

Settings

r Disable fullscreen optimizations

[T] Run this program as an administrator

Change high DP| settings
QO\anoe settings for 3l users

oK Cancel




Application Installation and Configuration

Uninstalling or Changing a Program

s mgm Py

If an application is uninstalled incorrectly, you might
be leaving files on the hard drive and unnecessary
settings in the registry, which wastes hard drive
space and system resources.

Unnecessary files might also reduce the speed at
which the registry is read. Microsoft recommends
that you always use the Programs and Features
Control Panel utility when removing, changing, or
repairing applications.

The utility guides you through the software removal
process and removes every file that was installed,
as shown in the figure.

Some applications may include an uninstall feature
that is located in the Windows Start menu with the

application.



Application Installation and Configuration

Lab — Install Third-Party Software

In this lab, you will install and remove a third-party software application supplied by your
instructor. You will install the Packet Tracer Windows application.

Note: You can skip this lab if you already did it previously in this curriculum and Packet Tracer
is currently installed on the PC.

Note: You should skip Part 2 if you are using Packet Tracer later in this curriculum.



Application Installation and Configuration
Security Considerations

= Allowing users to install software on
computers that are owned by a business
organization can be a security risk.

= Users can be tricked into downloading
malicious software that can cause data loss,
either through theft or destruction.

= Malicious software, known as malware, can
infect all computers that are attached to a
network and can cause widespread damage
and loss.

= As atechnician, it is important to enforce

Security at a glance

policies regarding software installation and
ensure that antimalware software, such as
Windows Defender, is active and up to date.




11.4 Command-Line Tools



Using Windows CLI
PowerShell

MDY AppnClisaPachage

......

The old Windows command line application was
replaced in the Windows Power User menu Win+X
with PowerShell.

The original command line still exists in Windows
10, and can be opened by typing cmd into the
search field on the Taskbar. You can also change
which command line is displayed in the menu by
changing a Taskbar setting.

PowerShell is a more powerful command line utility.
It offers advanced features, such as scripting and
automation. It comes with its own scripting
development environment, called PowerShell ISE.

PowerShell uses "cmdlets", or small applications,
that represent the commands